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Espionage Campaign

1. On 13 Nov 2024, the US’ Cybersecurity and Infrastructure Security
Agency (CISA) and Federal Bureau of Investigation (FBI) stated in a joint
statement that People’s Republic of China (PRC)-affiliated actors had
“compromised networks at multiple telecommunications companies to enable (a)
the theft of customer call records data; (b) the compromise of private
communications of a limited number of individuals involved in government or
political activity; and (c) the copying of certain information that was subject to
US law enforcement requests pursuant to court orders”. The affected
telecommunications companies included AT&T, Verizon, Lumen Technologies
and T-Mobile. According to The Wall Street Journal, US investigators further
suspected that the threat actors had utilised artificial intelligence (Al) or machine
learning in their cyber operations.

2. Several news outlets, including The New York Times, The Wall Street
Journal and Politico, identified Salt Typhoon as the PRC-affiliated threat actor.
In previous cyberattacks on telecommunications and government entities in
Southeast Asia, Salt Typhoon, also known as GhostEmperor, had used multiple
defence evasion techniques to maintain persistence, achieve lateral movement
and exfiltrate information from targets’ computers without being detected.

3. China has repeatedly denied the US allegations. In an email statement
to The Associated Press on 3 Dec 2024, the Chinese embassy in Washington D.C.
stated that it “firmly opposes and combats all kinds of cyberattacks”, and urged
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the US to “stop its own cyberattacks against other countries and refrain from
using cybersecurity to smear and slander China”.

4, In response to the breaches, the US government has launched an
ongoing in-depth investigation to uncover the extent of the breaches. In addition,
on 3 Dec 2024, CISA and other security agencies from the Five Eyes intelligence
alliance jointly released a visibility and hardening guide for communications
infrastructure. The guide outlined best practices for monitoring and detecting
unusual activity, as well as limiting potential entry points for threat actors.

The Republic of Korea (ROK) Affected by Global Positioning
System (GPS) Jamming Attacks

5. From 8 to 17 Nov 2024, the ROK experienced multiple GPS jamming
attacks, which it attributed to the Democratic People’s Republic of Korea
(DPRK). The jamming attacks occurred at various locations near the DPRK-
ROK border, including near the ROK province of Gangwon, and the DPRK
provinces of Kaesong and Haeju. While multiple civilian ROK ships and aircraft
in the vicinity were affected, the ROK military clarified that no military ships or
aircraft were affected.

6. According to Yonhap News Agency and the ROK military, the recent
jamming attacks might be linked to DPRK’s military training rather than specific
attacks targeting the ROK. Notably, compared to previous jamming attacks, each
instance of the recent attacks had been less intense, less targeted and lasted for a
shorter period of time.

7. The ROK had warned ships and aircraft operating in the Yellow Sea to
maintain vigilance against such attacks, as well as urged the DPRK to stop their
GPS provocations.

New Tactics in DONOT’s Cyberattacks on Pakistan Industries

8. DONOT is an Advanced Persistent Threat (APT) that has been targeting
military entities, foreign affairs ministries and embassies in cyberattacks across
South Asia since 2016. Using spear phishing emails that contained malicious
Microsoft Office files, previous DONOT attacks had aimed to avoid detection
and maintain access for long-term information gathering.

Q. In Nov 2024, DONOT was observed utilising new tactics to target
Pakistan’s defence, maritime and manufacturing industries. Spear phishing
emails sent to employees in these industries contained a malicious LNK file
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disguised as a Rich Text Format (RTF) document. Once opened, the malicious
LNK file would initiate processes that (a) collected system information from the
target’s computer to assess the target’s value; (b) set up scheduled tasks to help
the malware establish persistence in the target’s computer; and (c) established
communications with DONOT’s command and control (C2) server. If DONOT
determined that the target was worthy of attack, subsequent information
exfiltration malware could be sent to the target’s computer via the established
communications. New encryption methods were also used by DONOT malware
to avoid detection. Overall, these changes highlighted the increased sophistication
and more specific targeting in DONOT’s cyberattacks.
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10. To prevent such attacks, Cyble Research and Intelligence Labs (CRIL)
suggested (a) conducting regular cybersecurity awareness training for employees
that focused on identifying phishing emails, (b) conducting frequent audits of
scheduled tasks to identify unauthorised tasks, and (c) implementing behaviour-
based detection systems that could identify malicious computer actions, such as
frequent attempts to contact external C2 servers, or unexpected outbound
transmission of encrypted data.

New “Fileless” Remcos Malware Variant

11. Remcos is a commercially available remote access tool that had been
marketed by a German company, Breaking Security, for various functions,
including parental control, penetration testing, and systems monitoring. However,
it has been abused by numerous hackers to fully control and monitor any
Windows computer from XP onwards, and is currently one of the Top 10 malware
strains.
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12. On 8 Nov 2024, Fortinet, a cybersecurity solution provider, reported
observing a new “fileless” variant of Remcos malware targeting Microsoft
Windows users. A phishing email would be used to deliver a Microsoft Excel
document to the target. Once the Excel document was opened, a known
vulnerability, CVE-2017-0199, which affected Microsoft Office handling of
specially crafted files, was exploited to download various malicious files. A
malicious HTML Application file would then inject the Remcos malware directly
into the target computer’s memory. Hence, this Remcos malware variant was
“fileless” as the malware existed in a target computer’s memory rather than in the
computer’s local files. This variant of Remcos malware was also able to use new
evasion tactics, namely a vectored exception handler and an Application
Programming Interface (API) hooking technique, to evade detection. With the
Remcos malware in the target computer’s memory, the threat actor could then
control the target’s computer and collect information, such as keystrokes,
screenshots, audio and passwords.

Phishing Anti-Analysis &
Process Hollowing
Email e

Open Attached A
] Excel File /| Load & Run Mlicious
‘ Code in PowerShell

@ dllhost.exe
Excel

|
Exploit Vulnerability ;“ Download
!} CVE-2017-0199 |[ diihost.exe

ey

Seri P‘L ngauges ‘,J

Downloaded VBS, J5,
HTA file PowerShell

Remcos infection chain
(Source: Fortinet)

13. To prevent such attacks, organisations should train their employees to
recognise phishing emails and suspicious Excel documents. More importantly,
the use of a known 2017 vulnerability, CVE-2017-0199, in this new Remcos
malware variant highlighted the importance of ensuring Microsoft Office
applications are regularly updated and patched.
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Artificial Intelligence (Al)

Discovery of Real-World Vulnerability Using Al Agent

1. On 1 Nov 2024, Google’s Project Zero team announced that it had used
its Big Sleep Al agent to discover a vulnerability in SQLite, a widely used open-
source database engine. As the vulnerability had been discovered in early Oct
2024, before the software had appeared in an official release, SQL.ite was able to
patch the affected systems and no SQL.ite users were affected by the vulnerability.

2. Formed in 2014, Project Zero consisted of top Google security
researchers working to track and neuter zero-day vulnerabilities. Zero-day
vulnerabilities are previously unknown vulnerabilities for which no patch or fix
exists, and are regularly used by threat actors in targeted cyberattacks. Project
Zero also aimed to narrow the knowledge gap between the public and private
sectors by sharing their discoveries on zero-day vulnerabilities.

3. The Big Sleep Al agent was the result of Google’s efforts to harness Al
large language models (LLMs) for defensive applications. To date, Big Sleep
Al’s discovery of the vulnerability in SQLite represented one of the first public
examples of an Al agent finding previously unknown zero-day vulnerabilities in
widely-used real-world software. In an arena where cyber defenders are
frequently playing catch-up against threat actors, this discovery highlighted AI’s
potential to turn the tables and provide significant advantages for cyber defenders
in the future.

Release of International Strategic Plan by the US’ CISA

4, On 29 Oct 2024, the US’ CISA announced the release of its 2025-2026
International Strategic Plan. The Plan came on the heels of the National Security
Memorandum on Critical Infrastructure Security and Resilience, which was
released in Apr 2024, and aimed to outline how CISA would proactively engage
international partners to strengthen the security and resilience of US critical
infrastructure.

5. The Plan outlined three goals, namely to: (a) bolster the resilience of
foreign infrastructure on which the US depended on; (b) strengthen integrated
cyber defence; and (¢) unify US agencies’ coordination of international activities.
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Information

North Atlantic Treaty Organisation (NATO) Secretary General
Rutte’s Statements on Expelling US — Real or Fake

1. On 11 Nov 2024, several social media posts claimed that NATO
Secretary General Mark Rutte had said “If Trump surrenders Ukraine to Putin,
[1] will personally expel the United States from the alliance”. Some of these social
media posts on X had more than one million views.
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2. Citing a NATO spokesperson, who had labelled the claim as “bogus”,
fact-checking websites such as PolitiFact and DFRAC, as well as news sites such
as DW News and Euronews, had debunked the claim as fake. PolitiFact and DW
News also pointed out that NATO did not have formal mechanisms in place to
suspend or expel member nations.

3. In an interview with DW News, Dick Zandee, head of the security and
defence program at the Clingendael Institute in The Hague, highlighted that such
false claims could be used to sow discord among NATO members.
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Hamas Leader Yahya Sinwar’s Posthumous Legacy: Martyr or
Devil?

4, Following Hamas leader Yahya Sinwar’s death on 16 Oct 2024, the
Israeli Defense Forces (IDF) released drone footage of Sinwar’s last moments. In
the video, a seemingly injured Sinwar was seen sitting alone on a sofa in a
destroyed house. Upon noticing the drone, Sinwar defiantly threw a stick at the
drone; The Guardian noted that this action set Sinwar apart from his predecessors,
who had been assassinated while on the run.
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Yahya Sinwar

IDF drone footage video showing Sinwar’s final moments
(Source: IDF and The Telegraph)

5. Gershon Baskin, a Middle East expert interviewed by Cable News
Network (CNN), stated that the IDF might have released the drone footage to craft
a victory narrative around the ongoing conflict. Gil Siegal, a legal scholar and
head of the Center for Medical Law, Bioethics and Health Policy at the Ono
Academic College in Israel, also pointed out in another CNN interview that the
IDF might have released the footage to prove that Sinwar was in fact dead, or to
show that Sinwar was alone without support in his final moments.

6. However, Baskin highlighted that such a move might have backfired as
it also appeared to depict Sinwar as “a hero, a fighter to the very end”. Indeed, on
social media, Sinwar had been labelled as a legend for throwing the stick at the
drone and fighting to the end despite being injured. Palestinians interviewed by
Reuters had also highlighted how the video footage of Sinwar alone disproved
IDF narratives that Sinwar had been “keeping Israeli prisoners next to him to save
his life”.
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Social media poster capturing Sinwar’s defiant act of throwing a stick at a drone despite being injured
(Source: Al-Alam News Network)

7. Stating that “the truth is in the eye of the beholder”, Siegal highlighted
that while video objectively showed “a person covered with dust, clearly injured,
attempting to throw an object [at] a drone”, the video had then been variously
interpreted to craft different narratives that suited either Israel’s or Hamas’
respective goals.

8. To counter the portrayal of Sinwar as a martyr, CNN noted that the IDF
had since released several videos and photos of Sinwar hiding in the tunnels

underneath Gaza with his family. The IDF had also circulated claims that Sinwar
lived a comfortable life in the tunnels and had prioritised his own self-interests.

CONTACT DETAILS

All reports can be retrieved from our website at www.acice-asean.org/resource/.

For any queries and/or clarifications, please contact ACICE at
ACICE@defence.gov.sg.
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12.Hamas Leader, Yahya Sinwar Throws Stick at Drone in Desperate Final
Moments
https://www.youtube.com/watch?v=q1NvHOHyp1Q
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